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9. All backup tapes must be properly labeled and stored in a safe place. 
 
10. Copies of backup tapes must be stored in the Laboratory Information System room A2-445 in the A-

Building for off-site storage. 
 
11. Monitoring devices or alarms used by operators must be tested periodically. 
 
12. Errors detected during maintenance must be documented along with corrective actions taken. 
 
13. The computer room must be clean, properly maintained, and adequately ventilated. 
 
14. A disaster recovery plan must be created to ensure security and prevent loss of data.  This includes 

measures to protect laboratory information from damage, minimize disruptions, ensure stability, and 
provide for orderly recovery in the event of a disaster, such as flood, fire, etc. 

 
15. Fire extinguishers must be maintained and available in case of fire. 
 
16. The computer system must be protected against unexpected power interruptions and surges by an 

uninterrupted power supply (UPS) unit. 
 
17. The UPS must be regularly maintained, tested, and documented to ensure reliability. 
 
18. The contents of any record or report printed from the system must not be exhibited or divulged except 

to fulfill a work assignment. 
 
19. Information accessible through the system should only be disclosed to those authorized to receive it. 
 
20. Respect the confidentiality of any report printed from any information system containing patient 

information. 
 
21. Prevent unauthorized use of any information in files maintained and stored by the system. 
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EMPLOYEE ACKNOWLEDGEMENT OF RECEIPT 
OF THE 

UHB/CERNER LABORATORY INFORMATION SYSTEM 
MAINTANANCE AND SUPPORT 

POLICY 
 
 

 I acknowledge the receipt of the UHB/Cerner Laboratory Information System Maintenance and 
Support Policy. 

 
 I understand that this policy serves as Information Services employees guide for system data security 

and confidentiality. 
 

 I understand that it is my responsibility as an employee of SUNY-HEALTH SCIENCE OF 
BROOKLYN to review and use all applicable information contained in this policy in performing my 
duties. 

 
 
 
 

Signature of Employee: ____________________________________    Date: _________________ 
 
 
Signature of Supervisor: ___________________________________     Date: _________________ 
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